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1. Introduction

This document presents a report on establishing and maintanance of the PANORAMIX project
website, directly contributing to dissemination activities of the project. The project public-facing
website contributes in creating awareness about the PANORAMIX project and its objectives and
ensures an effective dissemination of the project ideas, activities and outcomes.

The main goals of the website are:
e to effectively communicate the PANORAMIX projects results,
e to promote the dissemination events of the project.

Subsequent chapters of this document present a description of the structure of the website and
blog of the PANORAMIX project and the intended use of each page that is included in the site.
The website address is:

e https://panoramix-project.eu

-

(4] panoramix-project.eu

Panoramix

Figure 1.1: PANORAMIX website address.
The website has been designed using Word Press and all project members maintain accounts in

this system, with cooperative working tools, which allow all partners beneficial management. The
portal also provides a search feature.
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2. Website

In this chapter, we first outline the main structure of the PANORAMIX website and then for
each page, we present and describe its basic functionality, appearance and features. Each section
focuses on describing in detail the functionalities of the site and discusses the operations available
to visitors of the PANORAMIX website.

2.1 Website structure

This section presents the main structure of the website.

Website Header: The top of each page consists of a header with the PANORAMIX logo and a
sequence of tabs (Figure 2.1) linking to particular subpages.

Panoramix

Home v Consortium v Blog Events Publications v Network Contacts

Figure 2.1: Header on PANORAMIX web pages.

The core functionalities of the PANORAMIX website are presented as a sequence of the
following tabs and subtabs:

1. Home

e The Panoramix Project
e Objectives and Work Packages
e Our Goals

2. Consortium

e Consortium Partners

e Roles of Consortium Partners
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Blog
Events
Publications

e News
e Conferences
Journals

e Deliverables
Network

Contacts

Main Content Section: This area presents the main contents of the website. The first visible
Main Section contains basic introductory information about the PANORAMIX project and
its main goal, as well as quick links to information about the project partners, recent news
and events, and posts about all research publications. The main sections of subsequent pages
contain detailed information about the project and its results.

Website Footer: The bottom of each page (Figure 2.1) contains the following elements:

e a complete site-map of the website,
e the EU funding acknowledgement and PANORAMIX project details,
e PANORAMIX Twitter feed and Twitter “Follow” button.

PROJECT INFORMATION Tweets by @panoramixHz020

Panoramix
RN Ph
* * Panoramix @acm_ccs. Aggelos
s * Kiayias presenting "Practical Non-
Malleable Codes from I-more
* * Extractable Hash Functions" at 12:30
* * * today #CCS16

Project Funding

P ] Panoramix

This project has received funding from

the European Union’s Horizon 2020

Weicome to the official twitter
account of Panoramix panoramix-
project.eu #panoramix!

research and innovation programme
under the Grant Agreement No
653497.

Project Details:

Starting date: 01/09/2015 Load more Tweets
Project Title: Privacy and

Accountability in Networks via View on Twitter
Optimized Randomized Mix-nets

(Panoramix)

Figure 2.2: Footer on PANORAMIX web pages.
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2.2 Description of the website elements

In this section, a more detailed description of each of the tabs of the PANORAMIX website is
presented.

2.2.1 Home

The Home (Figure 2.3) main page of the website provides visitors with a short overview of the
project along with a set of three boxes below linking to different subpages. The three boxes Who
we Are, Our News and Publications, each one containing a Read More button, respectively
link to Consortium (Figure 2.4), Blog (Figure 2.5) and Publications (Section 2.2.5) pages. A rolling
view of relevant pictures and photographs is provided at the top of the page.

Home v Consortium v Blog Events Publications v Network Contacts

Communicating in a network such as the Internet has the -seemingly- inherent characteristic that
anyone observing the network (e.g., a service provider) will get to know the metadata for each
connection (including the source and destination, length and size of conversation or data transfer
etc.). This information is a resource that can be exploited and its misuse may have serious
implications for the privacy of European citizens especially given the global nature of the Internet.
PANORAMIX will develop a European infrastructure for secure communications based on mix-nets
which are cryptographic overlays for network communication with the capability to eliminate
meta-data information. Furthermore, even though they are a privacy-enhancing technology, mix-
nets can also have suitable accountability features by design. PANORAMIX comes as a response to
the need for privacy in a highly connected world where personal information becomes increasingly
an item of high valuation and exchange between companies and governments and aims at
empowering European citizens in terms of managing their privacy.

NEWS NEWS
e o | \‘ = %,‘ ) | B - M n
D - —
14 A= |
. SEI_s od iy u -
Who we are Our News Publications
’resenting the people working on Panoramix A look at the latest news concerning the project Alist of all publications linked to Panoramix

Figure 2.3: Home - PANORAMIX project overview.

The subtabs, nestled under the main Home tab give more detailed information about the
project. The Panoramix Project subpage introduces visitors to the motivation and main goals of

PANORAMIX. The Objectives and Work Packages page describes the objectives of PANORAMIX

and presents the Work Packages that make up the project and outlines their main responsibilities.
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Finally, the Goals of Panoramix subpage presents what PANORAMIX is about at a high level.

2.2.2 Consortium

The second main tab addresses the Consortium (Figure 2.4). A map illustrates where each of the
partners is located in Europe. Below the short descriptions of each partner are given, including links
to their respective home websites. Thus providing visitors the option to redirect to all the partners
websites. The subtab Roles of Consortium Partners makes the role of each Consortium partner
in the project explicit in terms of the WPs they are responsible for and involved with.

CONSORTIUM

The consortium numbers nine partners that have a very strong background In designing privacy
preserving systems as well as a proven track record in developing such technologies and
bringing them to end-users. The partners span both academia and industry and they have
complementary set of capabilities and skills.

7 <

EBNIKON & KANOLIZTPIAK
NANENIETHMION ABHN

NATIONAL & KAPODIS'
UNIVERSITY OF A"IN;I

() greenhost

dusrzame wedhesting &
digitale mhym‘

UNIVERSITY OF EDINBURGH

The Security and Privacy group at U. of Edinburgh is active in researching the areas of cryptography, both applied
and theoretical as well as cyber security and privacy at large. Professor Aggelos Kiayias has an extensive research
background in digital content distribution, e-voting, privacy-preserving identity management

systems and blockchain technology.

UEDIN Computer Science website: http://www.inf.ed.ac.uk

JEDIN website: http://www.ed.ac.uk

Figure 2.4: Consortium - Map and description of first partner.
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2.2.3 Blog

The Blog page is one of the more dynamic elements of the website. The blog is used to update on
newsworthy items of ongoing activities in PANORAMIX. Project members populate the feed with
project activities that take place in each partner organization. Visitors can easily navigate to the
previous or next post and react to the blog posts by commenting. The blog posts are tagged with
relevant categories and thus provide a feed to events and publications news and allow visitors to
easily filter the posts relating to a particular category. Figure 2.5 shows an example of one of the
types of blog entries and the “Leave a reply” functionality.

Panoramix

Home v Consortium v Blog Events Publications v Network Contacts

AN ASIACRYPT PAPER ON ZERO-KNOWLEDGE SHUFFLES

o

# By Helger Lipmaa September 14, 2016 & Blog, Publications, Conferences, News

W dissemination, verifiable mix-net, research, zero-knowledge shuffles

Following the last post, Panoramix members from University of Tartu also got a paper accepted to Asiacrypt 2016.
The paper is called “A Shuffle Argument Secure in the Generic Model" (and authored by Prastudy Fauzi and

Helger Lipmaa and Michat Zajgc, all from Tartu; eprint available at http://eprint.iacr.org/2016/866)

A verifiable mix-net involves not only the shuffling itself but also non-interactive zero-knowledge (NIZX) arguments

by each mixserver that the shuffling was done correctly. There has been a lot of research in such shuffie

arguments in the prior literature. However, most e previous work proposed NIZK shuffle arguments in the
random oracle model. Much less is known on how to construct efficient NIZX shuffle arguments in the common

reference string (CRS) model, without random oracles.

Within the Panoramix project, we have constructed two different efficient NIZX shuffle arguments in the CRS
model. The first paper was earlier published in CT-RSA 2016 (“Efficient Culpably Sound NIZK Shuffle Argument
without Random Oracles”, Prastudy Fauzi and Helger Lipmaa; available at http://eprint.iacr.org/2015/1112). The

CT-RSA 2016 paper was most efficient CRS-model shuffle argument at that point. The As

016 paper offers

even better efficiency.

_ Presentations @Summer Research Institute, EPFL *

LEAVE A REPLY

Your email address will not be published. Required fields are marked *

Comment

Name * Email * Website

Post Comment

Figure 2.5: Blog - Example of one of the blog posts.
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2.2.4 Events

The Events page (Figure 2.6) provides visitors of the website a collection of the latest news
about project meetings, participation in workshops, winter /summer schools and conferences. The
relevant members of the PANORAMIX consortium post - via their web user interface - updates
and information about respective events related to the project and with which the project members
are engaged in some capacity.

EVENTS

PRESENTATION ABOUT THE SCIENCE OF THE BLOCKCHAIN AND PRIVACY IN SCOTTISH ENTERPRISE

# ByAggelos Kiayias [ September 28, 2016 % Blog, Events

Panoramix coordinator Aggelos Kiayias discusses the science of the blockchain and privacy aspects peinting to the ongoing work of the
Panoramix consortium. Audience includes many key IT industry actors in Scotland. https://events.scottish-
enterprise.com/events/ClientApps/Silverbear Web.EDMS/public/default.aspx?tabid=37&id=301258&orgld=1

PRESENTATIONS @SUMMER RESEARCH INSTITUTE, EPFL

# ByHelger Lipmaa 9 September 14,2016 & Blog Events W dissemination, verifiable mix-net, zero-knowledge shuffle

On June 20-24, EPFL in Lausanne hosted the *Summer Research Institute” (SURI), a summer school with many talks by leading scientists in computer security. SUR!

featured two talks by the Panoramix researchers. Aggelos Kiayias from the University of Edinburgh gave a talk on “Foundations of Blockchain Protocols” while Helger
Lipmaa from the University of Tartu gave

BLOCKCHAIN TECHNOLOGIES SUMMER SHOOL

# ByAggelos Kiayias % May30,2016 % 8log Events

Panoramix members coorganize and participate the |IACR Summer School on blockchain technologies. Aggelos Kiayias, George Danezis and Harry Halpin are present
from the project team.

PANORAMIX PROJECT STEERING COMMITTEE MARCH 215T, 2016

# ByAggelos Kiayias % March 13,2016 & Blog Events

The panoramix project steering committee will meet for a full day at the Saarbrucken congress hall on March 21st, 2016. The meeting will be collocated with the 1st
EEE European Symposium on Security and Privacy (EURO S&P 2016). Anreise Congresshalle

PUBLIC POLICY DEBATES AROUND CYBER-INVESTIGATIONS LAWS IN THE UK

# ByGeorge Danezis ) January 11,2016 & Blog Events W |PBIIl, Public Policy, Legal

Figure 2.6: Events — Example of event posts.
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2.2.5 Publications

Under the main Publications tab, all PANORAMIX publications are listed. This tab contains
several subtabs which group the publications presented on the website into subcategories. The
first subtab News (Figure 2.7) refers to the latest news concerning publications. The news is
presented in the form of blog posts, with some additional description to acquaint the visitor with
the motivation and abstract of the research publication. The blog posts appear both under Blog,
and in the News section of Publication.

NEWS

PANORAMIX AT ACM CCS (24-28 OCTOBER 2016)

# ByMirjam Wester ) October 27,2016 & Blog, Publications, Conferences, News

nded the 23rd ACM Conference on Computer and Communications S

accepted to Asiacrypt 2016. The paper is called A Shuff

ac, all from Tartu; eprint available at http://eprint.iacr.org/

Figure 2.7: News — Example of news posts.

The next tab Conferences consists of a list of PANORAMIX publications in conferences with
links to the papers, which allows the visitors to download a particular publication.

Similarly, the journal articles are listed under Journals tab with relevant links to online versions
of the articles.

Finally, the subtab Deliverables will list the public available deliverables when they have been
approved by the EU Commission. Figure 2.8 illustrates the list of conference publications.
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CONFERENCES

» Chen Chen, Daniele Enrico Asoni, David Barrera, George Danezis, Adrian Perrig. "HORNET: High-speed Onion Routing at the Network
Layer." ACM CCS 2015, Denver 2015. http://arxiv.org/abs/1507.05724v1

« Jamie Hayes, George Danezis. “k-fingerprinting: A Robust Scalable Website Fingerprinting Technigue.” USENIX Security Symposium
2016. http://arxiv.org/pdf/1509.00789.pdf

« Prastudy Fauzi and Helger Lipmaa. Efficient Culpably Sound NIZK Shuffle Argument without Random Oracles. CT-RSA 2016, San
Franscisco, CA, USA 2016. http://eprint.iacr.org/2015/1112

« Helger Lipmaa. Prover-Efficient Commit-And-Prove Zero-Knowledge SNARKS. Africacrypt 2016. http://eprint.iacr.org/2014/396

« Prastudy Fauzi, Helger Lipmaa and Michat Zajgc. A Shuffle Argument Secure in the Generic Model. ASIACRYPT
2016. https://eprint.iacr.org/2016/866.pdf

» Luca Melis, George Danezis, Emiliano De Cristofaro. Efficient Private Statistics with Succinct Sketches. NDSS
2016. http://arxiv.org/abs/1508.06110

« Raphael R. Toledo, George Danezis, lan Goldberg. Lower-Cost epsilon-Private Information Retrieval. https://arxiv.org/abs/1604.00223

Figure 2.8: Conference.

2.2.6 Network

The Network (Figure 2.9) tab provides the visitors of the website with a list of the other five
EU projects on privacy innovation with links to their respective websites, to allow visiting users to

access more information about projects closely linked to PANORAMIX.

NETWORK

Panoramix is currently one of six EU projects on privacy innovation, the others are:

OPERANDO - Online Privacy Enforcement, Rights Assurance and Optimization www.operando.eu

PRIVACY FLAG - Enabling Crowd-sourcing based privacy protection for smartphone applications, websites and Internet of Things deployments
www.privacyflag.eu

SafeCloud - Secure and Resilient Cloud Architecture www.safecloud-project.eu

TYPES - Towards transparencY and Privacy in the onlinE advertising businesS www.types-project.eu

VisiOn - Visual Privacy Management in User Centric Open Environments www.visioneuproject.eu

Figure 2.9: Network of other EU projects.

2.2.7 Contacts

The final tab Contacts provides the contact details of the Project Coordinator (Aggelos Kiayias,
UEDIN) and the Project Manager (Mirjam Wester, UEDIN). A screenshot of this static public

area is presented in Figure 2.10.
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Panoramix

Home v Consortium v Blog Events Publications v Network Contacts
CONTACTS
Project coordinator:

Prof. Aggelos Kiayias

E-mail: Aggelos.Kiayias@ed.ac.uk
Project manager:

Dr. Mirjam Wester

E-mail: mwester@inf.ed.ac.uk

Figure 2.10: Contacts.

2.2.8 Social Media

The consortium engages with social media in the form of a Twitter account (@PanoramixH2020).
The website is linked to this Twitter account and contains a live feed (see Figure 2.1), as well as
information on how to follow the PANORAMIX project on Twitter.

2.3 Website Analytics

Google Analytics has been integrated with WordPress so in the future the detailed information
about the number of visits to the website, the duration of visits, whether the visits are from new
or returning visitors, will be available. It will be also used to analyze and improve the performance
of the PANORAMIX website and pages.

2.4 Website management

The website management and maintenance resides with consortium partner UEDIN. The public
web pages will be updated throughout the duration of the project. A few examples of expected
updates:

e Adding the public deliverables as and when they are approved by the European Commission.
e Adding new conference and journal publications.

e Videos illustrating and explaining research findings .
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e Blog posts - The project manager will encourage consortium partners to create and upload
relevant blog posts in a timely fashion.
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