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The Internet & Secure Channels

ÅARPANET: only meant for unclassified information. 

ÅDeliberate lack of communications security.

Å1990s additions: PGP / SMIME for email; SSL/TLS for TCP.

ÅHide the contentof communications between two parties.



Meta-data leakage

ÅIs Encryptionprotecting the content of communications sufficient? No.

ÅMeta-data is unprotected:
ÅWho talks to whom?
ÅHow often?
ÅAt what times?
ÅWhat volumes?
ÅIn which sequence?
ÅWhat are the groups?
ÅFrom which locations?

ÅSocial Network Analysis.

ÅMachine Learning to learn privateattributes.

ÅProfiling for priceand other discrimination.

ΨWe Kill People Based on MetadataΩ

- Gen. Hayden  (former director of the CIA & NSA)

Social Graph: http://www.ethanzuckerman.com/blog/2013/07/03/me-and-my-metadata-thoughts-on-online-surveillance/



This talk: technologies that hide meta-data.

ÅUnderstand current trends in anonymous 
communicationsresearch
ÅAnd where next?

ÅThree key periods:
Å79-96: From classic mixes to onion routing.

Å97-10: The emergence and dominance of Tor.

Å10-17: Modern mixing beyond Tor.

ÅA personal journey:
Å00-04: PhD (Cambridge)

Å04-09: postdoc (KUL & Microsoft)

Å09-16: from junior researcher to professor (MSR & UCL).



The Classic mix & DC nets (1980s)

ÅDavid Chaum: 1979-1981 proposes mix networks.

ÅCryptographic relays hiding input and output correspondence.

ÅHow? Source routing, layered encryption& secret permutation.

ÅFeatures: 
(1) Server Anonymity 
(2) Anonymous replies 
(3) Receipts: for reliability. 
(4) Pseudonyms: for persistent communications.

Å1988 ςDinning Cryptographers: Anonymity from Multi-party computation
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Chaum, David L. "Untraceable electronic mail, return addresses, and digital pseudonyms." Communications of the ACM 24.2 (1981): 84-90.

Chaum, David. "The dining cryptographers problem: Unconditional sender and recipient untraceability." Journal of cryptology 1.1 (1988): 65-75.



Provable Shuffles & Onion Routing (1990s)

ÅProvable shuffles for elections:
ÅKiller app: casting ballots in electronic elections.
ÅProve that all votes are counted, none added or dropped.
ÅReliance on zero-knowledge proofs and heavy crypto.
ÅArchitecture: re-encryption, cascades, proofs.

ÅMixing email:
ÅSystems: Babel, cypherpunkremailer, mixmaster.
ÅArchitecture: Free route, decryption, mixing.

ÅAnonymizing streams with Onion Routing for web
ÅRelays and layered encryption (like mixes)
ÅNo mixing, batching or delaying(unlike mixes).
ÅThreat model: partial or local adversary.

Stephanie Bayer, Jens Groth: Efficient Zero-Knowledge Argument for Correctness of a Shuffle. EUROCRYPT 2012: 263-280

Ceki Gülcü, Gene Tsudik: Mixing Email with Babel. NDSS 1996: 2-16

Paul F. Syverson, David M. Goldschlag, Michael G. Reed: Anonymous Connections and Onion Routing. IEEE Symposium on Security and Privacy 1997: 44-54



Mixminion & Tor (2002-2004)

ÅEstablished designs mature.

ÅA type II remailer: mixminion(03)
ÅάaƻŘŜǊƴέ ŎǊȅǇǘƻ ŦƻǊ ƭŀȅŜǊŜŘ ŜƴŎǊȅǇǘƛƻƴ 

(RSA-OAEP & AES)

ÅIndistinguishable replies: necessary since 
fewer replies.

Å~32 nodes acting as relays.

ÅLatency: ~30min ς1h. Payload: 30kbytes.

ÅThe second gen. onion router: tor (04)
ÅSequential Ephemeral Diffie-Hellman.

ÅAll packers transit on the same route.

George Danezis, Roger Dingledine, Nick Mathewson: Mixminion: Design of a Type III Anonymous Remailer Protocol. IEEE Symposium on 

Security and Privacy 2003: 2-15

Roger Dingledine, Nick Mathewson, Paul F. Syverson: Tor: The Second-Generation Onion Router. USENIX Security Symposium 2004: 303-320



How tor works? (according to the EFF)

https://www.eff.org/files/tor-https-2.png

ÅArchitecture:
ÅFixed guards
Å3 relays
ÅAll cells travel on that 

path for 10 minutes.
ÅNo delay or cover 

traffic.

ÅThreat model:
ÅAdv. Can only observe 1 

location.
ÅNote the confusion 

from the graphic! (NSA)

Widespread 
misunderstanding of 
the threat model.



Tor wins!

ÅToday:
ÅOver 7000 relays.

ÅOver 200 Gbit/s.

ÅAbout 2M users.

ÅAbout 1 sec latency 
(median).

ÅTor Project $2M/y

ÅHidden Services.

ÅBridges.

ÅHidden Transports.



Why tor won the 2000s-2010s?

ÅKiller app: the web & TCP abstraction.
ÅSOCKS Proxy -> Tor Browser bundle.
ÅEmail, lists on the decline, plagued by abuse and spam.
ÅHidden (web) Services.

ÅInteractivity & Usability:
ÅLow(er) RTT does not require complex error correction / repetition.
ÅUse TCP as substrate ςfailed connections detected immediately.
ÅCan use for email + IM too.
ÅάAnonymity loves company!έ

ÅLow latency & cost:
ÅPre-open circuits to minimize crypto overhead.
Å1-10 seconds (tor) vs. 30-60 mins(mixminion)
ÅHow? Do not protect against global adversary.

Mix networks have problems: can mixes they really protect against GPA?



Mix problems: Latency

ÅThe problem: Need to break the link between incoming and outgoing 
messages in a mix, to defeat a Global Passive Observer.

ÅOnly 3 ways ςŀƭƭ ƘŀǾŜ ŀ ȫǎȅǎǘŜƳǎ ŎƻǎǘΩΥ
ÅDelay messagesǘƻ ŜƴǎǳǊŜ Ƴŀƴȅ ƳŜǎǎŀƎŜǎ ƎŜǘ ȫƳƛȄŜŘ ǘƻƎŜǘƘŜǊΩΦ όlatency)
ÅInject cover messages to hide path, senders or receivers. (goodput)
ÅDropmessages, to hide their meta-data. (reliability)

ÅTraditional view: prefer delays (latency), since cover (bandwidth) is 
expensive (2000s!), and we do not know how to deal with drop 
(unreliability). Exception: ISDN mixes.

High latency was the most severe mistaken directionin mix research.

Shuffle 
implies 
delay!

Andreas Pfitzmann, Birgit Pfitzmann, Michael Waidner: ISDN-MIXes: Untraceable Communication with Small Bandwidth Overhead. 

Kommunikation in Verteilten Systemen 1991: 451-463



Mix problems: systems reliability

ÅȫwŜƭƛŀōƭŜΩ ƳƛȄ ƴŜǘǿƻǊƪǎ assume a synchronousnetwork model.

ÅThe internet is asynchronous.

ÅProblems mature mix networks have to handle:
ÅSet one of more fixed sizefor traffic ςminimizing waste.
ÅBreak large messages into chunks.
ÅEnsure all chunks are received (acks? FEC?) or retransmit.
ÅEnsure the rate of sending does not lead to congestion collapse.
ÅEnsure flow control to not overwhelm receiver.

ÅAll of this is harder given very long latencies!
ÅAckbased protocols set timers for the Round Trip Time (RTT). Hard!
ÅSo not only messages were slow to arrive, but they may never arrive.

ÅRetransmissions eventually lead to de-anonymization!
Å.ŜŎŀǳǎŜ ƻŦ {5!Σ ƻǊ ŎƻǊǊǳǇǘ ǇŀǘƘǎ Χ

Nikita Borisov, George Danezis, Prateek Mittal, Parisa Tabriz: Denial of service or denial of security? ACM Conference on Computer and 

Communications Security 2007: 92-102



Mix problems: statistical & disclosure attacks

ÅTor is not secure against the Global 
Passive Adversary.
ÅMix networks also not secure in the 

long term.

ÅStatistical Disclosure Attacks
ÅAlice has few friends {rA1, rA2}
ÅAny anonymity system that mixes 

together fewer than the whole 
universe of senders or receivers 
eventually leaks their relationship.
ÅHow? Estimate the probability of 

receiver given Alice sending.

ÅKey Question: at what rate do 
anonymity systems leak?
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Dakshi Agrawal, Dogan Kesdogan: Measuring Anonymity: The Disclosure Attack. IEEE Security & Privacy 1(6): 27-34 (2003)

George Danezis, Claudia Díaz, Carmela Troncoso: Two-Sided Statistical Disclosure Attack. Privacy Enhancing Technologies 2007: 30-44

George Danezis, Andrei Serjantov: Statistical Disclosure or Intersection Attacks on Anonymity Systems. Information Hiding 2004: 293-308



Mix problems: (n-1) attacks & Sybil attacks

ÅMix networks could be totally insecure too!

ÅHow do you know all other messages are from genuine people?

Å2 Attacks:
ÅSybil attacks: adversary pretends to be many senders.
Å(n-1) attacks: the adversary blocks a mix input to only receive a single genuine 

message.

ÅHow to avoid those? Problematic options:
ÅAuthenticateusers to ensure they are real and genuine. 
ÅPerform active measurements to detect blocking.
ÅDropmessages if they are delayed.
ÅSybil detection based on social graphs.

Alice

Adversary Adversary

rA1

Anonymity
System

George Danezis, Len Sassaman: Heartbeat traffic to counter (n-1) attacks: red-green-black mixes. WPES 2003: 89-93

George Danezis, Prateek Mittal: SybilInfer: Detecting Sybil Nodes using Social Networks. NDSS 2009



Mix problems: Epistemic attacks

ÅHow to scale up mix networks?

ÅProblem: all clients need to use the same information to construct paths
through relays. Otherwise: attacks based on knowledge of the client 
(epistemic).

Å/ƻƴǎƛŘŜǊ ŀ ǳǎŜǊ ƻƴƭȅ ƪƴƻǿƴ ŀ ǊŀƴŘƻƳ ǎǳōǎŜǘ ƻŦ ƳƛȄ ƴƻŘŜǎ Χ

ÅIf paths identify clients: then anonymity is not protected. (Leakage).

ÅSolutions:
ÅDownload the whole database of routers and routing information. 

(Bandwidth cost)
ÅPrivately download parts of it (Private Information Retrieval). 

(Computationally expensive.)

George Danezis, Paul F. Syverson: Bridging and Fingerprinting: Epistemic Attacks on Route Selection. Privacy Enhancing Technologies 2008: 151-166

George Danezis, Richard Clayton: Route Fingerprinting in Anonymous Communications. Peer-to-Peer Computing 2006: 69-72



Onion routing & Tor also has 
ǇǊƻōƭŜƳǎΧ



Tor problems: Stream Tracing attacks

ÅAn adversary can link two points of an anonymous circuit.

ÅHow? Make a model templateof output from input, and match.

George Danezis: The Traffic Analysis of Continuous-Time Mixes. Privacy Enhancing Technologies 2004: 35-50

Tor Router 

with delay

Template: distribution of outputs Decision:



Tor problems: Indirect load estimation

ÅIdea:
ÅLoop of traffic will be processed 

on same queue as the target 
connection.

ÅWhen the target connection has 
load on it, the delay will be 
greater.

ÅWe can use a tor circuit to 
measure the delay.

ÅIllustration:
ÅX-asis: time.

ÅBlue: injected patterns from 
server.

ÅDots: observed delay of loop 
traffic.

Steven J. Murdoch, George Danezis: Low-Cost Traffic Analysis of Tor. IEEE Symposium on Security and Privacy 2005: 183-195

Morality: Observing a link does not 
mean observing everything, but 
observing anything. 



Tor problems: Indirect load estimation

ÅGlobal passive adversary is an abstraction.

ÅReal adversaries only need an estimate of traffic load.

ÅPossible indirect clogging attacks: inject pattern at corrupt server, and 
trace through indirect load estimation.

Steven J. Murdoch, George Danezis: Low-Cost Traffic Analysis of Tor. IEEE Symposium on Security and Privacy 2005: 183-195



Tor problems: website fingerprinting

ÅTor does not significantly disrupt the timing, volume and dynamics of 
web browsing streams.

ÅWebsite fingerprinting uses machine learning to guess which web 
pageis being loaded through tor.

ÅIt works well, even against delaying, cover and other defences.

ÅNote: they also work great against TLS/SSL!

Jamie Hayes, George Danezis: k-fingerprinting: A Robust Scalable Website Fingerprinting Technique. USENIX Security 

Symposium 2016: 1187-1203



What features allow fingerprinting?

Random forest classifier allows for feature importance analysis.



!ƴŘ Ƴŀƴȅ ƳƻǊŜ ǇǊƻōƭŜƳǎ Χ

ÅTraffic analysis:
ÅSampling attacks
ÅIX, AS sampling & BGP rerouting attacks
Å+Many mix attacks: DoS& epistemic attacks (do not matter because no GPA.)

ÅTor is both too much and too little:
ÅToo little: real adversaries can gain near GPA capabilities, or enough to break 

Tor. The Snowden revelations confirm this.
ÅToo much: if it is trivial to link two points simpler design is possible:

(1) No need for multiple layers of encryption.
(2) A single hop security is all you get after a long time.

In conclusion: Tor is great if you want to hide from a relatively weak 
adversary. Not so great against more powerful adversaries.



Can the NSA / GCHQ break tor?

ÅMixed evidencefrom Snowden Leaks and FBI successes:
ÅD/Iv ŘŜŎƪ ƻŦ ǎƭƛŘŜǎ ƻƴ ǿƻǊƪƛƴƎ ƎǊƻǳǇ ǘƻ ǘŀŎƪƭŜ ǘƻǊ όάtor stinksέ ŘŜŎƪύΦ
ÅάEgotistical Giraffe/Goatέ ǘƻƻƭǎ ςexploits in tor bundle.
ÅXKEYSCORE rulesfor extracting bridges and tracking downloads.
ÅGCHQ paper on stream tracing.

ÅFBI is suspiciously successful at finding Hidden Services:
ÅSuccess ascribed to op-sec failures ςplausible.
ÅOn the other hand if success was guided by traffic analysis, it would also be 
άparallel constructedέ ŀǎ ƻǇ-sec failure.

As of 2011 (Snowden documents) GCHQ had all the necessary infrastructural, 
mathematical, and operational tools to routinely break tor. Whether it did is a 
matter of policy and other choices, not lack of capability.

However, tor is still the best systematic protection availableto individuals 
and legitimate organizations.



What next after Tor?



Measuring privacy degradation

ÅProblem: Tor is weak (stream tracing) and mix networks are weak (Statistical 
disclosure). But one is weaker. How do we measure anonymity?

ÅDefine metrics for anonymity, and anonymity degradation.
ÅRely on probability theory to capture the uncertainty introduced by the system 

vis-à-vis an adversary.
ÅExample: the entropy over the distribution of receivers.

ÅHow to compute those probabilities?
ÅHard: large traces of adversary observations.
ÅComplex constraints.
ÅOne way: Metropolis-Hastings Markov chain Monte Carlo (it took 7 years!)

Our ability to build robust mix networks depends on correctly measuring their 
leakage. All of them leak. The question is: how much?

Carmela Troncoso, George Danezis: The bayesian traffic analysis of mix networks. ACM Conference on Computer and Communications 

Security 2009: 369-379

Andrei Serjantov, George Danezis: Towards an Information Theoretic Metric for Anonymity. Privacy Enhancing Technologies 2002: 41-53



Anoa Anonymity notions

A

B

C

D

Obs = o

A

B

C

D

Obs = o

versus

b=1b=0

(notation)



Properties of Anoa definition



In defence of an average ʁmetric (1)

ÅArgument for the worse case ʁ(largest).
ÅThis is a security metric.
ÅThus we must capture the observation for which the adversary gets the most 

information.

ÅHowever consider multiple runs of the protocol with =ʁ1, and the adversary 
observes for concrete observations o0, o1, o2, o3:

With L(o0) = e-0.2, L(o1) = e0.1, L(o2) = e0.1, L(o3) = e0.1

ÅWhat is the overall L(o = (o0, o1, o2, o3))?
ÅL(o = (o0, o1, o2, o3)) = e0.1 (ie. e(-0.2+0.1+0.1+0.1)) (1)
ÅMuch lower than e4. (ie. e4 x ʁ ) which is the possible maximum.
ÅEq. (1) Approaches the 4 x mean .ʁ The more observations the closest it gets.
ÅWhat about the maximum? As more observations come in, the deviation from the 

mean becomes cryptographically small! 



In defence of an average ʁmetric (2)

ÅMorality of the story:
ÅThe mean ʁ seems much more informative about the mechanisms under 

composition.

ÅAn adversary will unlikely beat the mean ʁover multiple experiments 
(multiple attacks) or multiple observations.

ÅGood news ςMonte Carlo evaluation of anonymity: 
ÅMean ʁ is much easier to compute experimentally (through Monte Carlo).

ÅPerform the experiment multiple times and estimate the probability 
distribution of the mean ʁ. And the probability of encountering untypical 
samples ςwhich you can fold into the probability ɻ.

ÅIn the experimental section of our latest works we consider the mean
,ʁ and the results are stunningly different from the worse case! 



Sorting out the crypto: the Sphinx format

ÅClients pack 
messages in layers of 
encryption. 

ÅEach mix decrypts a 
layer. 

ÅMany features 
needed: unlinkability, 
resistance to active 
attacks, 
indistinguishable 
replies, no leakage of 
path length, path 
position, etc. Many 
ways of getting it 
wrong.

ÅSphinx does it 
(provably) right, and 
everyone may use it.

Do not reinvent your 
own mix network 
crypto.

George Danezis, Ian Goldberg: Sphinx: A Compact and Provably Secure Mix Format. IEEE Symposium on Security and Privacy 2009: 269-282


