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The Internet & Secure Channels

ARPANET GEOGRAPHIC MAP, FEBRUARY 1982

AARPANET: only meant fonclassified information
ADeliberate lack of communications security.

A1990s additions: PGP / SMIME for email; SSL/TLS for TCP.
AHide thecontentof communications between two parties.



Meta-data leakage

AlsEncryptionprotecting the content of communications sufficierit’.

AMeta-data is unprotected g
AWho talks to whom?
AHow often?
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Awhat are the groups? S

A From which locations?

ASocial Network Analysis.
AMachine Learning to leanorivate attributes.
AProfiling forpriceand otherdiscrimination "*"e e
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We Kill People Based on Metad@ta ™"
- Gen. Hayden (former director of the CIA & NSA)

Social Graph: http://www.ethanzuckerman.com/blog/2013/07/03/me-and-my-metadata-thoughts-on-online-surveillance/



This talk: technologies that hide metata.

AUnderstand current trends ianonymous
communicationgesearch

AAnd where next?

AThree key periods:
A79-96: From classic mixes to onion routing.
A97-10: The emergence and dominance of Tor.
A10-17: Modern mixing beyond Tor.

AA personal journey:
A00-04: PhD (Cambridge)
A04-09: postdoc (KUL & Microsoft)
A09-16: from junior researcher to professor (MSR & UCL).




The Classic mix & DC nets (1980s)

ADavidChaum 19791981 proposes mix networks.
ACryptographic relays hiding input and output correspondence.
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AHow? Source routindayered encryptior& secret permutation

AFeatures:
(1) Server Anonymity
(2) Anonymous replies
(3) Receipts: for reliability.
(4) Pseudonyms: for persistent communications.

A1988¢ Dinning Cryptographers: Anonymity frdvulti-party computation

Chaum, David L. "Untraceable electronic mail, return addresses, and digital pseudonyms." Communications of the ACM 24.2 (1981): 84-90.
Chaum, David. "The dining cryptographers problem: Unconditional sender and recipient untraceability.” Journal of cryptology 1.1 (1988): 65-75.



Provable Shuffles & Onion Routing (1990s)

AProvable shuffles fozlections
AKiller app: casting ballots #ectronic elections
AProve thatall votes are countechone added or dropped.
AReliance on zerknowledge proofs and heavy crypto.
A Architecture: reencryption, cascades, proofs.

AMixingemait
A Systems: Babetypherpunkremailer,mixmaster
A Architecture: Free route, decryption, mixing.

AAnonymizing streams with Onion Routing fogb
ARelays and layered encryption (like mixes)
ANo mixing, batching or delayirfgnlike mixes).
AThreat modelpartial or local adversary

Stephanie Bayer, Jens Groth: Efficient Zero-Knowledge Argument for Correctness of a Shuffle. EUROCRYPT 2012: 263-280
Ceki Gllcl, Gene Tsudik: Mixing Email with Babel. NDSS 1996: 2-16
Paul F. Syverson, David M. Goldschlag, Michael G. Reed: Anonymous Connections and Onion Routing. IEEE Symposium on Security and Privacy 1997: 44-54



Mixminion & Tor (2002004)

AEstablished designs mature.
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AThe second gen. onion routenr (04)
A Sequential Ephemer#liffie-Hellman.
AAIl packers transit on the same route.

George Danezis, Roger Dingledine, Nick Mathewson: Mixminion: Design of a Type Il Anonymous Remailer Protocol. IEEE Symposium on
Security and Privacy 2003: 2-15
Roger Dingledine, Nick Mathewson, Paul F. Syverson: Tor: The Second-Generation Onion Router. USENIX Security Symposium 2004: 303-320
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How tor works? (according to the EFF)

AArchitecture:

A Fixedguards SR
A 3 relays

A All cells travel on that -

path for 10 minutes
A No delay or cover
traffic.
AThreat model: “’"““"
A Adv. Can only observe 1
location. JORRELAY By
A Note the confusion -
from the graphic! (NSA) - .

Widespread | e o
misunderstanding of | «es o
the threat model.
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https:/mwww.eff.org/files/tor-https-2.png



Tor wins!

Total relay bandwidth
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AToday: :
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The Tor Project - https:/imetrics.torproject.org/



Why tor won the 200062010s?

AKiller app the web & TCP abstraction.
A SOCKS Proxy Tor Browser bundle.
A Email, lists on the decline, plagued by abuse and spam.
AHidden (web) Services.

Alnteractivity & Usability
ALower) RTT does not require complex error correction / repetition.
AUse TCP as substragéailed connections detected immediately.
A Can use for email + IM too.
A ddnonymity loves compang!

ALow latency & cost
A Preopen circuits to minimize crypto overhead.
A 1-10 seconds (tor) vs. 380 mins(mixminion)
AHow?Do not protect against global adversary

Mix networks have problemsan mixes they really protect against GPA



Mix problems: Latency

AThe problem: Need tbreak the linkbetween incoming and outgoing
messages in a mix, to defeatzdobal Passive Observer

Shuffle

implies
delay!
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Alnject covermessages to hide path, senders or receiversopu)
ADropmessages, to hide their metata. (eliability)

ATraditional viewprefer delayqlatency), since cover (bandwidth) is
expensive (2000s!), and we do not know how to deal with drop
(unreliability). ExceptionSDN mixes

High latency was theost severe mistaken directiom mix research.

Andreas Pfitzmann, Birgit Pfitzmann, Michael Waidner: ISDN-MIXes: Untraceable Communication with Small Bandwidth Overhead.
Kommunikation in Verteilten Systemen 1991: 451-463



Mix problems: systems reliability

ABwSft Al 0f S QasikeE syh&ibmReidorit model.
ATheinternet is asynchronous

AProblems mature mix networks have to handle:
A Set one of moréixed sizefor traffic ¢ minimizing waste.
A Break large messages intbunks
AEnsureall chunks are receive@ck® FEC?) or retransmit.
A Ensure the rate of sending does not leadttmgestion collapse
A Ensurelow controlto not overwhelm receiver.

AAIl of this isharder given very long latencies
A Ackbased protocols set timers for theound Trip Time (RT Hard!
A So not only messages were slow to arrive, tnaty may never arrive

ARetransmissions eventually leadde-anonymizatiot ] ]
A. SOl dzaS 2F {5! 2 2NJ O2 NNHzLJG LI} 0Ka X

Nikita Borisov, George Danezis, Prateek Mittal, Parisa Tabriz: Denial of service or denial of security? ACM Conference on Computer and
Communications Security 2007: 92-102



Mix problems: statistical & disclosure attacks

ATor is not secure against the Global

Passive Adversary. T
AMix networks alsmot secure in the
long term
AStatistical Disclosure Attacks T,

AAlice has few friends {f, r,.}

AAny anonymity systerthat mixes
together fewer than the whole
universe of senders or receivers
eventually leaks their relationship. T3

AHow? Estimatéhe probability of
receiver given Alice sending

AKey Question: atvhat rate do T,
anonymity systems le&k

Alice

Others

Alice

Others

Alice

Others

Alice

Others

Anonymity
System

Y/

—s

Anonymity
System

—s

Anonymity
System

—s

Anonymity
System

A/ Y

5 Others

Dakshi Agrawal, Dogan Kesdogan: Measuring Anonymity: The Disclosure Attack. IEEE Security & Privacy 1(6): 27-34 (2003)
George Danezis, Claudia Diaz, Carmela Troncoso: Two-Sided Statistical Disclosure Attack. Privacy Enhancing Technologies 2007: 30-44
George Danezis, Andrei Serjantov: Statistical Disclosure or Intersection Attacks on Anonymity Systems. Information Hiding 2004: 293-308



Mix problems: (¥l) attacks & Syblil attacks

AMix networks could be totally insecure too!
AHow do you know all other messages are from genuine people?

A2 Attacks:
A Sybil attacks: adversary pretends to be many senders.

A (n-1) attacks: the adversary blocks a mix input to only receive a single genuine
message.

Alice \ / I'Al
Adversary System Adversary

AHow to avoid those? Problematic options:
A Authenticateusers to ensure they are real and genuine.
A Performactive measurementto detect blocking.
A Dropmessages if they are delayed.
A Sybil detection based ospcial graphs

George Danezis, Len Sassaman: Heartbeat traffic to counter (n-1) attacks: red-green-black mixes. WPES 2003: 89-93
George Danezis, Prateek Mittal: Sybilinfer: Detecting Sybil Nodes using Social Networks. NDSS 2009



Mix problems: Epistemic attacks

AHow to scale up mix networks?

AProblem:all clients need to use the same information to construct paths
through relays. Otherwise: attacks based on knowledge of the client
(epistemic).

Al 2y AARSNI I dzaSNJ 2yfteée (1y26y | NIFyR2"
Alf paths identify clientsthen anonymity is not protected. (Leakage).

ASolutions:

ADownload thewhole databas®f routers and routing information.
(Bandwidth cost)

A Privately download parts of iPfivate Information Retrievjl
(Computationally expensive.)

George Danezis, Paul F. Syverson: Bridging and Fingerprinting: Epistemic Attacks on Route Selection. Privacy Enhancing Technologies 2008: 151-166
George Danezis, Richard Clayton: Route Fingerprinting in Anonymous Communications. Peer-to-Peer Computing 2006: 69-72



Onion routing & Tor also has
LINR Ot SYaX



Tor problems: Stream Tracing attacks

AAn adversary can link two points of an anonymous circuit.
AHow? Make anodel templateof output from input, and match.
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00 200 400, . .

600,, 800 1000

2

Output link 1, Xi

Tor Router ;
with delay 1.5

0 200 800 1000

ot inie0y,

. x 107 Convolution (f*d)
20 | J M.IH
I
th } / \ [\ 1[[
. -H”.E 100
0 \.\'J A “ Decision
0O 200 400 600 800 1000 ooz A P
o 0.01 ,‘F
Template: distribution of outputs Decision: e

o 200 400 600

George Danezis: The Traffic Analysis of Continuous-Time Mixes. Privacy Enhancing Technologies 2004: 35-50
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Tor problems: Indirect load estimation

2000
I

Aldea:

ALoop of traffic will be processed
on same queue as the target
connection.

AWhen the target connection has
load on it, the delay will be .
greater.

AWe can use a tor circuit to N
measure the delay. ;,

1500

1000
1

latency (ms)

Alllustration:
AX-asis: time.
ABlue: injected patterns from
server.

ADots: observed delay of loop
traffic.

Morality: Observing a link does not
meanobserving everythingbut
observing anything

Steven J. Murdoch, George Danezis: Low-Cost Traffic Analysis of Tor. IEEE Symposium on Security and Privacy 2005: 183-195



Tor problems: Indirect load estimation

AGlobal passive adversary isavstraction.
AReal adversaries only need astimate of traffic load

APossiblendirect clogging attacksnject pattern at corrupt server, and
trace through indirect load estimation.

Initiator Tor Relay 1 Tor Relay 2 Tor Relay 3 Destination

O— A x— 0

(Corrupt Server)

(Victim)

Measurement
Traffic

Corrupt Tor Node

Steven J. Murdoch, George Danezis: Low-Cost Traffic Analysis of Tor. IEEE Symposium on Security and Privacy 2005: 183-195



Tor problems: website fingerprinting

ATor does not significantly disrupt the timing, volume and dynamics of
web browsing streams.

AWebsite fingerprinting usesiachine learning to guess which web

pageis being loaded through tor.

Alt works wel| even against delaying, cover and other defences.

Defenses This work k-NN[39] CUMUL [28] Bandwidth overhead (%)
No defense 0.914+0.01 0.91+0.03 0.914+0.04 0
Morphing [40] 0.90 +£0.03 0.824+0.06  0.75+0.07 50+10
Decoy pages [27] 0.37 £0.01 0.30+0.06 0.21+0.02 130+20
Adaptive Padding [31] 0.30 £0.04 0.19+0.03 0.16£0.03 54
BuFLO [12] 0.21 £0.02 0.10+0.03 0.08 £0.03 190 £20
Tamaraw [35] 0.10 £0.01 0.094+0.02  0.08+0.03 96+9

ANote: they alsovork great against TLS/SSL!

Jamie Hayes, George Danezis: k-fingerprinting: A Robust Scalable Website Fingerprinting Technique. USENIX Security

Symposium 2016: 1187-1203



What features allow fingerprinting?
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Random forest classifier allows for feature importance analysis.
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Ne  Feature Description
1. Number of incoming packets.
2. Number of outgoing packets as a fraction of the total number
of packets.
3. Number of incoming packets as a fraction of the total number
of packets.
4. Standard deviation of the outgoing packet ordering list.
5. Number of outgoing packets.
6.  Sum of all items in the alternative concentration feature list.
7. Average of the outgoing packet ordering list.
8. Sum of incoming, outgoing and total number of packets.
9. Sum of alternative number packets per second.
10.  Total number of packets.
11-18.  Packet concentration and ordering features list.
19.  The total number of incoming packets stats in first 30 packets.
20.  The total number of outgoing packets stats in first 30 packets.




VR YIyeé Y2NB LINRoOf S

ATraffic analysis:
A Sampling attacks
AIX, AS sampling & BGP rerouting attacks
A+Many mix attackdDoS& epistemic attacks (do not matter because no GPA.)

ATor is both too much and too little:

AToo little:real adversaries can gain near GPA capabiliieenough to break
Tor. The Snowden revelations confirm this.

AToo much: if it is trivial to link two points simpler design is possible:
(1) No need for multiple layers of encryption
(2) A single hop securitig all you get after a long time.

In conclusion: Tor Is great if you want to hide from a relatively weak
adversary. Not so great against more powerful adversaries.



Can the NSA / GCHQ break tor?

AMixed evidencdrom Snowden Leaks and FBI successes:
AD/ 1'v RSOl 2F af ARSa 2 yiorgigkd] RSD | DNR dzLJ
A dEgotistical Giraffe/Go&t (1 @exdlods in tor bundle.
AXKEYSCORE riftasextracting bridges and tracking downloads.
A GCHQ paper ostream tracing

AFBI is suspiciously successftfinding Hidden Services:
A Success ascribed to ec failure, plausible.

A On the other hand if success was guided by traffic analysis, it would also be
doarallel constructed | -dec Riluie.

As of 2011 (Snowden documents) GCHQ had all the necessary infrastructural,
mathematical, and operational tools to routinely break tor. Whether it did is a
matter of policy and other choices, not lack of capability

Howevertor is still the best systematic protection availabke individuals
and legitimate organizations.



What next after Tor?



Measuring privacy degradation

AProblem: Tor is weak (stream tracing) and mix networks are weak (Statistical
disclosure). But one is weakétow do we measure anonymRy

ADefine metrics for anonymity, and anonymity degradation.

ARer onprobability theoryto capture the uncertainty introduced by the system
vis-a-vis an adversary.

A Example: thesntropy over the distribution of receivers

AHow to compute those probabilities?
AHard large traces of adversary observations.
A Complex constraints
A One way: Metropoliddastings Markov chaiklonte Carlo(it took 7 years!)

Our ability to build robust mix networks depends on correctly measuring their
leakage. All of them leak. The question is: how much?

Carmela Troncoso, George Danezis: The bayesian traffic analysis of mix networks. ACM Conference on Computer and Communications
Security 2009: 369-379

Andrei Serjantov, George Danezis: Towards an Information Theoretic Metric for Anonymity. Privacy Enhancing Technologies 2002: 41-53



Anoa Anonymity notions

Define anonymity as three (g,6) differentially private mechanisms.
* Adapted.

Relationship anonymity — define two settings:

b=0 b=1
A > > A — —C
S D Versus B ><—>D
| |
Obs =0 Obs =0

For security parameters (g,8) it should hold that:
Yo.Pr[Obs =0|b =0] < e®Pr|Obs=o0|lb=1]+6

Or for the special case :
Pr[Obs = o| b = 0] -

Pr|Obs = o|b = 1] —

e® =L(0) (notation)



Properties of Anoa definition

* Small (g,6) are better.

* £ >0—denotesthe degree of bias introduced in the posterior beliefin b no
matter what the prior.

* 0 <6< 1-isthelikelihood of a catastrophic event.

* It composes under multiple correlated communications.
* Adversary observes many rounds of the same relationships.
* Naive composition: sum € and sum 6.
* Downside: terrible bound, may lead to excluding perfectly good systems.

* Philosophical question:

* Should we be looking at the worse case € or the average ¢.
(in the coin tosses of the security mechanism)?

a NaAatathaYn in tha Aafinitinn



In defence of an averaganetric (1)

AArgument for the worse case(largest).
AThis is aecurity metric

AThus we must capture the observation for which tiersary gets the most
information.

AHowever consider multiple runs of the protocol with1, and the adversary
observes forconcrete observationspo,, 0,, 0;:

With L(Q) = €2 L(q) = €%, L(g) = é*, L(q) = &

AWhat is the overall L(o =400, 0,, 0))?
AL(O = (@ 0y, G, 0y)) = @1 (je. (0.2+0.1+0.1+0.3) (1)
AMuch lower than & (ie. €***) which is the possible maximum.
AEq. (1) Approaches the 4 x mearThe more observations the closest it gets.

AWhat about the maximum? As more observations come ingtheation from the
mean becomes cryptographically snhall



In defence of an averaganetric (2)

AMorality of the story:

AThemean® seems muchmore informativeabout the mechanisms under
composition.

AAn adversary willinlikely beat the mea# over multiple experiments
(multiple attacks) or multiple observations.

AGood news; Monte Carlo evaluation of anonymity:
AMeans is mucheasier to compute experimental{throughMonte Carlo).

A Perform the experiment multiple times and estimate the probability
distribution of the mear¥. And the probability of encountering untypical
samples; which you can fold into the probability:.

Aln the experimental section of our latest works we considerrtiesn
5 and the results are stunningly different from the worse case!



Sorting out the crypto: the Sphinx format

AClients pack
messages ifayers of
encryption

AEach mixdecrypts a
layer

AMany features
needed:unlinkability
resistance to active
attacks,
indistinguishable
replies, no leakage of
path length, path
position, etc.Many
ways of getting it
wrong.

A Sphinx does it

(provably) right, and
everyone may use it.

Do not reinvent ?(/our
own mix networ
crypto.

George Danezis, lan Goldberg: Sphinx: A Compact and Provably Secure Mix Format. IEEE Symposium on Security and Privacy 2009: 269-282



